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Global Context of the Japan’s data flow
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PPC’s Survey on Data Transfer 
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Third Countries of Exporting Personal Data from Japan

個人情報保護委員会「日米欧における個人データの越境移転に関する実態調査結果報告書」（2022年1月27日）より

PPC’s Survey on Data Transfer



1－2. 

• The Commission considers that the APPI (the Japanese Act on the Protection of 
Personal Information) as complemented by the Supplementary Rules 
contained in Annex I, together with the official representations, assurances 
and commitments contained in Annex II, ensure a level of protection for personal 
data transferred from the European Union that is essentially equivalent to the one 
guaranteed by Regulation (EU) 2016/679. (para 171)

• this Decision should be subject to a first review within two years after its entry 
into force (para 181)

“This adequacy decision creates the world's largest area of safe data flows. Europeans' data 
will benefit from high privacy standards when their data is transferred to Japan. Our companies 
will also benefit from a privileged access to a 127 million consumers' market. Investing in privacy 
pays off; this arrangement will serve as an example for future partnerships in this key area and 
help setting global standards.”
-Věra Jourová, Commissioner for Justice, Consumers and Gender Equality, 23 January 2019

Mutual Adequacy Decision
(23 January 2019)



Adequacy process for Japan

Joint declaration & statements

・Joint declaration by Mr. Shinzo Abe, Prime Minister of Japan and Mr. Jean-Claude Juncker, President of the European Commission, 6 
July 2017

・Joint statement by Haruhi Kumazawa, Commissioner of the Personal Information Protection Commission of Japan and Věra Jourová, 
Commissioner for Justice, Consumers and Gender Equality of the European Commission, 14 December 2017

・Joint Statement by Haruhi Kumazawa, Commissioner of the Personal Information Protection Commission of Japan and Věra Jourová, 
Commissioner for Justice, Consumers and Gender Equality of the European Commission, 31 May 2018

・Joint Press Conference  by H.E. Mr. Shinzo Abe, Prime Minister of Japan, H.E. Mr. Donald Tusk, President of the European Council, 
and H.E. Mr. Jean-Claude Juncker, President of the European Commission, Following the Signing of the Japan-European Union Economic 
Partnership Agreement and Japan-European Union Strategic Partnership Agreement, 17 July 2018

・ Joint Statement by Haruhi Kumazawa, Commissioner of the Personal Information Protection Commission of Japan and Věra Jourová, 
Commissioner for Justice, Consumers and Gender Equality of the European Commission, 17 July 2018
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(i) Commercial relations
(ii) Geographical cultural ties
(iii) Pioneering role in its region
(iv) Overall political relationship



2019 Adequacy 
decision

2020 
Amendments

2021 
Amendments

2021 APPI Amendments
- A part of Digital Reform Laws
- Integrating public/private sectors into 

APPI
- PPC’s powers into the public sector 
- Setting Common rules such as 

definition for local ordinances 
- Restricting research purpose exemption

2020 APPI amendments
- 3 year review

- Prohibition of improper utilization
- Introducing pseudonymously 

processing information
- Abolishing short-term data
- Mandatory data breach notification
- Penalties lifted up to 100 million yen

Rikunabi case
-HR platform sold recruiting 
personal data (26,060) without 
consent
-PPC’s recommendations 

EDPB’s opinion
EP’ resolution

LINE scandal
- Allowing SNS data (86 million 

users) to access by the 
Chinese companies and 

transfer some data to Korea
- PPC’s instruction



• No enforcement actions regarding the data transfer 
from the EU

• Administrative instruction against LINE for data scandal 

• First criminal sanction initiated by the PPC on the 
bankrupters’ mapping case

Enforcement by the PPC



and Trade

… the requirements set forth in Supplementary Rule (4) exclude the use of transfer instruments that do no create a 
binding relationship between the Japanese data exporter and the third country's data importer of the data and that do 
not guarantee the required level of protection.   This will be the case, for instance, of the APEC Cross Border Privacy 
Rules (CBPR) System, of which Japan is a participating economy, as in that system the protections do not result from 
an arrangement binding the exporter and the importer in the context of their bilateral relationship and are clearly of a 
lower level than the one guaranteed by the combination of the APPI and the Supplementary Rules. (para79)

Data Transfer Rules under the APPI
1.Consent

- Consent by data subjects
- Information to be provided (the name of the third county, personal information 
protection system, the measures taken by the recipient party)

2. A protection system conforming the PPC’s Rule

1) Obligations under the APPI in a proper and reasonable way (MoU, contracts) – with 
references to the OECD Privacy Guidelines and the APEC Privacy Framework
2) Certification- APEC CBPR System (only 3 companies as of February 2022)

3. Equivalency decision by the PPC

- 31 EEA + the UK



and Trade
Japan – EU EPA negotiation

Chapter 8  Trade in Services, Investment Liberalisation and 
Electronic Commerce 
Article 8.3 General exceptions
Subject to the requirement that such measures are not applied in 
a manner which would constitute a means of arbitrary or 
unjustifiable discrimination between countries where like 
conditions prevail, or a disguised restriction on establishment or 
trade in services, nothing in Sections B to F shall be construed as 
preventing a Party from adopting or enforcing measures which 
are:
(c) necessary to secure compliance with laws or regulations 
which are not inconsistent with the provisions of this Chapter 
including those relating to
(ii) the protection of the privacy of individuals in relation to 
the processing and dissemination of personal data and the 
protection of confidentiality of individual records and 
accounts;

On 21 December 2018, in Brussels (Belgium), Japan and the European Union exchanged 
diplomatic noted to notify each other that their respective applicable legal requirements and 
procedures for entry into force of the Agreement between the European Union and Japan for 
an Economic Partnership (Japan-EU EPA) have been completed. With this exchange of notes, 
the Agreement entered into force on 1 February, 2019.

Human Rights and Trade



(source) MOFA: https://www.mofa.go.jp/press/kaiken/kaiken4e_000842.html
https://www.mofa.go.jp/ecm/ie/page22e_000914.html

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/885176/UK_Japan_trade_agreement_negotiations_approach.pdf

December 24, 2020

ARTICLE 8.73    Source code
1. A Party shall not require the transfer of, or access to, source code of software owned by a person of the 
other Party, or the transfer of, or access to, an algorithm expressed in that source code, as a condition for the 
import, distribution, sale or use of that software, or of products containing that software, in its territory.

Cf.) EU-UK Trade and Cooperation Agreement  Article DIGIT.12: Transfer of or access to source code
1. A Party shall not require the transfer of, or access to, the source code of software owned by a natural or legal 
person of the other Party

The Japan-U.K. Comprehensive
Economic Partnership Agreement

Trade Agreement between Japan and the United States of America concerning Digital Trade (entry into force on 1 
January 2020)
ARTICLE 17 Neither Party shall require the transfer of, or access to, source code of software owned by a 
person of the other Party, or the transfer of, or access to, an algorithm expressed in that source code, as a 
condition for the import, distribution, sale, or use of that software, or of products containing that software, in its 
territory. 

https://www.mofa.go.jp/press/kaiken/kaiken4e_000842.html
https://www.mofa.go.jp/ecm/ie/page22e_000914.html
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/885176/UK_Japan_trade_agreement_negotiations_approach.pdf


ARTICLE22 Automated individual decision-making, including profiling
1. The data subject shall have the right not to be subject to a decision based solely on automated processing, 
including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.
2. Paragraph 1 shall not apply if the decision:
(a) is necessary for entering into, or performance of, a contract between the data subject and a data controller;
(b) is authorised by Union or Member State law to which the controller is subject and which also lays down suitable 
measures to safeguard the data subject’s rights and freedoms and legitimate interests; or
(c) is based on the data subject’s explicit consent.
3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable 
measures to safeguard the data subject’s rights and freedoms and legitimate interests, at least the right to obtain 
human intervention on the part of the controller, to express his or her point of view and to contest the decision.
4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to in 
Article 9(1), unless point (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject’s 
rights and freedoms and legitimate interests are in place.
ARTICLE13 Information to be provided where personal data are collected from the data subject
2. In addition to the information referred to in paragraph 1, the controller shall, at the time when personal data are 
obtained, provide the data subject with the following further information necessary to ensure fair and transparent 
processing:
(d) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at 
least in those cases, meaningful information about the logic involved, as well as the significance and the 
envisaged consequences of such processing for the data subject.

Prohibition of 
accessing 

source code

Transparency 
of the logic 

involved

Trade agreement Data protection law ‘[C]ontrollers cannot rely on the 
protection of their trade secrets as 
an excuse to deny access or refuse 
to provide information to the data 
subject.` 
(EDPB, Guidelines on Automated individual 
decision-making and Profiling for the purposes of 
Regulation 2016/679, 6 February 2018 p.17)

Algorithmic Transparency 
in the Trade Agreements



Geopolitics

On Data

Japan

DFFT（Data Free with 
Trust）

China

State Management 
and Surveillance of 

Data

Europe

Data governance by 
Human Dignity

US

Market Solution of 
Data

Speeches from Chancellor Merkel and Prime 
Minister Abe on 23 January 2019 at the 
World Economic Forum

Geopolitics on Data



and Trade
- The Prime Minister’s Speech at the World Economic Forum (January 2019) 
‘Let Osaka G20 set in train a new track for looking at data governance--call it the Osaka 
Track--under the roof of the WTO.
We have yet to catch up with the new reality, in which data drives everything, where the 
D.F.F.T., the Data Free Flow with Trust, should top the agenda in our new economy.’

- G20 OSAKA LEADERS' DECLARATION (June 2019) 
‘… we can further facilitate data free flow and strengthen consumer and business trust. In this 
respect, it is necessary that legal frameworks, both domestic and international, should be 
respected. Such data free flow with trust will harness the opportunities of the digital 
economy. ’

- Japan’s host of the G7 Summit in 2023
OECD Declaration on Government Access to Personal Data Held by Private Sector Entities 
Digital Minister: New international body with permanent secretariate
PPC Global Strategy: global corporate certification system    

WTO and Data Flow Rules
- General Exemption clause (GATS Art.14(c)(ii)) of ‘the protection of the privacy of individuals in 

relation to the processing of dissemination of personal data’ and ‘a means of arbitrary or 
unjustifiable discrimination’

- ‘The WTO has many Members, so providing it with rules on digital trade that materialize 
"Data Free Flow with Trust" (DFFT) will make business more predictable and stable. This will 
in turn promote further digital trade. With the aim of achieving early results, we will work to 
accelerate and add further impetus to the negotiations’

DFFT (Data Free Flow with Trust)
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